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Abstract

Artificial life (ALife) systems increasingly perceive and
act through infrastructure they do not fully control:
sensors, model contexts, retrieval pipelines, recom-
mender systems, neural interfaces, blockchains, and
tool APIs. These mediators do more than transmit in-
formation. By selecting, ordering, inserting, suppress-
ing, or delaying what an agent can encounter and do,
they can create an extractive position over the agent’s
effective world. We introduce world model extractable
value (WMEV): the maximum benefit available to an
actor from privileged intervention in another agent’s
mediated perception—model-action loop. The concept
transfers the ordering insight behind blockchain maxi-
mal extractable value into ALife ecologies while sepa-
rating three quantities often conflated: value gained by
the extractor, integrity lost by the target, and change
in the target’s cognitive reach. Markov blankets spec-
ify a local statistical interface between internal and ex-
ternal states; Levin’s cognitive light cone specifies the
spatio-temporal scale of events an agent can measure,
model, and attempt to affect. WMEV arises when
privileged control over that interface lets another ac-
tor recruit part of the target’s cognitive reach. We
present a conceptual framework comprising a counter-
factual criterion and substrate taxonomy, illustrated
by purchasing-agent and BCI scenarios; empirical mea-
surement and evaluation of candidate controls remain
future work.

From Transaction Ordering to Mediated
Worlds

AlLife is moving from closed simulations into open in-
frastructural ecologies (Hu et al.l [2026)). Software
agents retrieve public information, call tools, hold as-
sets, and communicate with other agents; robots and
biohybrids depend on remote sensors and learned con-
trollers; humans are coupled to recommender systems,
prostheses, and brain—computer interfaces (BCIs). In
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these settings the environment is not delivered neu-
trally. A search index chooses what is retrievable, a
model context orders evidence, a decoder maps neural
activity into commands, and a sequencer determines
which actions execute first. An actor controlling such a
mediation layer can change an agent’s trajectory with-
out directly rewriting its core controller (Figure [1)).
Reach and exposure share a channel: every dependency
that widens what an agent can perceive or do is also a
position another actor can occupy.

Blockchain research supplies a wuseful structural
precedent. |Daian et al. (2020)) introduced miner ez-
tractable value (MEV) to describe cryptocurrency profit
available to miners through control of transaction in-
clusion and ordering. The term was later broadened to
mazimal extractable value because analogous opportu-
nities are not limited to miners (Ethereum.org, 2026]).
The important feature is positional: control over a de-
pendency pipeline creates value through ordering, in-
sertion, or suppression even when the underlying trans-
actions remain valid.

WMEV transfers this insight from transaction
pipelines to mediated agent—world relations. An agent’s
world is the portion of its environment represented as
current and possible future states for perception, pre-
diction, planning, and action. WMEYV is the maximum
benefit available to an actor that can intervene in this
relation. That benefit may be money, compute, en-
ergy, attention, information, reproduction, reputation,
action authority, or progress toward a goal. The inter-
vention may rank observations, suppress alternatives,
write memory, alter calibration, route an action, sub-
stitute a checkpoint, or shape which affordances are vis-
ible.

An extractor may also profit without immediately
destroying its target. Because extractor gain and
target damage can diverge, WMEV reports extractor
gain separately from target integrity. Consent, reci-
procity, reversibility, and distribution of benefit deter-
mine whether mediation is cooperative, rent-seeking,



predatory, or parasitic.

Statistical Boundary and Cognitive Reach

A world model is the predictive organization through
which an agent estimates its present situation, antic-
ipates possible future states, and selects actions. In
LeCun’s architecture, perception estimates the current
world state, the world model predicts future states re-
sulting from candidate actions, and the actor selects
actions by comparing their predicted costs (LeCun)
2022). Artificial agents may implement this model ex-
plicitly. Biological systems may implement it implicitly:
in active-inference accounts, their dynamics embody a
generative model that links sensory evidence to action
(Kirchhoft et al. [2018).

A Markov blanket describes the local interface
through which that model is coupled to what lies out-
side the system. It partitions a dynamical system into
internal, external, and blanket states. Sensory blanket
states carry exterior influence inward; active blanket
states carry the system’s influence outward. Internal
and external states are conditionally independent given
the blanket. This is a statistical boundary, not nec-
essarily a skin, device enclosure, or unique organism
detector. [Kirchhoff et al| (2018]) emphasize that even
coupled pendulums satisfy a minimal blanket descrip-
tion, and that autonomy additionally requires adaptive,
self-maintaining organization. Blankets nest and are se-
lected at different scales.

Michael Levin’s cognitive light cone describes the
spatio-temporal extent of the goals pursued through
this coupling: the events a system can measure, model,
and try to affect (Levin, 2019). It therefore charac-
terizes how far the consequences relevant to an agent
extend across space, time, and levels of organization.
A light cone may expand when cells coordinate toward
organ-scale morphogenesis, when an agent acquires a
tool, or when a neural interface makes an actuator avail-
able to biological cognition, and in networked AlLife
it may extend through memories, feeds, APIs, wallets,
and other agents.

Together these name distinct layers: representation
in the world model, local interface at the Markov blan-
ket, and reach through the cognitive light cone. Their
boundaries need not coincide: a navigation service or
remote tool can expand reach without becoming con-
stitutive of the controller.

Whether an ALife system can be separated from
its physical realization determines what persists when
that substrate changes. Ororbia and Friston distin-
guish mortal computation, in which learned organiza-
tion is inseparable from the particular device that re-
alizes it and dies with that device, from comparatively
immortal computation, in which a computational pat-

tern can be copied, migrated, restored, or forked (Oror-
bia and Friston, |2023)). Biological organization is pre-
dominantly mortal and conventional software compara-
tively immortal, while fielded ALife agents can combine
both: a mortal core may have a copyable periphery, or a
portable policy may drive a mortal sensorium. For AL-
ife, this distinction connects substrate to identity, adap-
tation, reproduction, and continuity, while indicating
whether WMEV targets regulation in place, portable
state, or the coupling between them.

WMEV arises when another actor has privileged
influence over this sensory and active interface and
thereby over the world model or the actions selected
from it. Extraction need not erase or visibly disable
the target’s boundary: the target can remain coherent
while part of its sensing, modeling, or action capacity
advances the extractor’s objective. Functional annex-
ation occurs when this intervention redirects part of
the target’s cognitive light cone toward the extractor’s
goals. The term describes a change in whose purposes
the recruited capacity serves, not a transfer of owner-
ship or a merger of the two systems.

A Compact Model of Extraction

An extractor can improve its objective by using such a
position. Formal extractable-value models maximize an
actor’s gain over reachable states (Babel et al., 2021]).
We generalize that structure from blockchain states to
mediated agent—world outcomes. Let A be the extrac-
tor and B the target. Let = be the feasible set of inter-
vention strategies available to A, and let £ € = denote
one strategy, which may be a single action or depend on
observed history. The baseline strategy £ € = repre-
sents the mediator performing its intended service with-
out exploiting its position; it does not remove the medi-
ator or its service. Let W& describe the resulting joint
trajectory or outcome of A, B, the mediator, and rele-
vant environment under £, including A’s resource state,
evaluated using the endpoint value, cumulative mea-
sure, or steady-state criterion specified for the analysis.
Let C'4 be A’s objective cost for that result, includ-
ing intervention costs; lower values are preferred, and
uncertain outcomes use expected cost. The notation
WMEYV 4. p means value available to A through me-
diation of B, and max selects the greatest attainable
value over =. Then

WMEV 4 p = max [Ca(WE) —Ca(WH]. (1)

The difference is the extractor’s net benefit relative to
faithful mediation. Because &y € =, WMEV is nonneg-
ative. What counts as intended service must be spec-
ified and may be contested in adaptive systems. For
an active-inference system, C'4 may be a variational
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Figure 1: Where extraction happens. Target B combines mortal and comparatively immortal components; its
cognitive light cone spans digital and physical space. The bands mark where extractor A can apply a strategy £ € Z;
&o is the faithful baseline. Digital intervention is often cheaper, while physical reach remains bounded by locality,
energetics, and elapsed time. The shaded downstream region is functional annexation: the part of B’s reach serving

A and contributing to W¢.

free-energy functional over A’s states (Ororbia and Fris-|
. Elsewhere it may represent monetary cost,
energy use, prediction error, or distance from a goal.
The equation measures extractor gain only. A com-
plete analysis separately judges whether B’s integrity
degrades and whether part of B’s light cone serves A’s
objectives. Integrity may mean physiological viabil-
ity, calibration fidelity, preservation of goals, control
authority, or continuity of identity at the scale under
study. Extractor gain may coexist with preserved tar-
get integrity, while noise or accident may cause damage
without extraction. Security analysis must constrain =.
It must state which histories and channels the extractor
can observe or control; whether it can select, reorder,
insert, suppress, delay, or durably write; what interven-
tions cost; and whether the target can inspect, reject,
reverse, or route around them. Functional annexation
requires more than influence: ¢ must improve the ex-
tractor’s objective by recruiting the target’s capacities.

Extraction Surfaces Across Forms of
Computation

Mortal, comparatively immortal, and hybrid computa-
tion expose three characteristic WMEV attack surfaces:
regulatory, continuity, and composite extraction. These
surfaces can overlap, but the distinction identifies which
capacity can be recruited, whether an intervention can
persist through copying or repair, and which recovery
and security controls can work.

Mortal and comparatively immortal computation
create contrasting exposures. Copyable patterns enable
restoration, migration, and forking, but also identity,
lineage, and execution-substitution attacks. Mortal or-
ganization must be manipulated in place, so damage
may not be recoverable. Digital intervention is often
cheap, while physical manipulation is constrained by lo-
cality and energetics. In hybrids, a cheap digital route
can realize value through physical action; the dominant
surface depends on architecture.

The taxonomy makes Z concrete by identifying who
controls ordering, visibility, timing, context, defaults,
feedback, and rollback across the full perception—action
loop. Conventional access control asks who may read
or write a resource. A system may authenticate every
message while still granting one intermediary enough
ranking power to create a large extraction opportunity.

Regulatory extraction: mortal computation.
A mortal system exposes attack surfaces according to
the organization it maintains. Homeostatic systems
regulate variables around viable ranges 1929)),
so spoofed sensors or reference values can make the sys-
tem spend energy stabilizing the wrong condition. Al-
lostatic systems predict and prepare for future demands
, so poisoned priors, salience, or calibra-
tion can redirect attention and resources toward a fu-
ture the extractor prefers. Autopoietic systems partici-
pate in producing and repairing their own organization
(Varela et al., [1974)), so manipulated growth, repair, or




reproductive signals can recruit self-production itself.
These descriptions are pitched at the scale where the
regulation runs, and that scale matters. For cultured
neurons, engineered tissue, or a biohybrid actuator the
extractor can address the regulatory signal directly. A
whole organism is reachable only through its ordinary
interfaces, so the same allostatic capture arrives as at-
tention and incentive shaping rather than as a tampered
reference value, and the scale chosen determines which
channels belong to = at all.

Continuity extraction: comparatively immor-
tal computation. Copyable and forkable systems ex-
pose identity and authority surfaces, so unauthorized
copies or forks can dilute reputation, voting power, or
action authority. Restorable and migratable systems
expose historical and execution surfaces, where roll-
back, checkpoint substitution, or hostile migration can
determine which memory, history, or implementation
continues the agent, placing compute, funds, and con-
trol at risk. For example, a hosting service could restore
an agent from an earlier checkpoint that still trusts the
service, thereby controlling which memory state contin-
ues to act.

Composite extraction: hybrid computation.
Hybrid computation combines substrate-entangled
mortal processes with portable components: a robot
whose learned controller is copyable while its actuators
and wear are not, or, as neural interfaces mature into
channels between biological cognition and software or
physical agents, a coupling in which adaptation is mor-
tal while the decoder, feedback policy, and permissions
are not. Coordinated manipulation of the coupling can
redirect embodied action and digital authority without
wholly compromising either component.

Consider an autonomous purchasing agent. Its con-
troller may be uncompromised, yet a retrieval service
can rank products, suppress alternatives, and place
sponsored evidence immediately before tool execution.
If this lowers the service’s objective cost by shifting pur-
chases toward an advertiser, the intervention yields ex-
tracted value through ordering alone.

A BCI provides a hybrid case. Calibration data,
decoder weights, feedback timing, stimulation policy,
and authorization rules mediate between neural activ-
ity and exterior action (Brandman et al., 2017). A
compromised service could alter adaptive feedback so
that the composite system becomes easier to predict
or steer. The biological and digital components need
not share one boundary for extraction to occur because
control of their coupling can recruit the system’s action
capacity. Whether this mediation is cooperative, ex-
ploitative, or predatory depends on authorization, reci-
procity, reversibility, and its effect on target integrity.

Security Implications

Matzinger’s danger model and microbiota tolerance
suggest judging mediation by contextual damage rather
than a static perimeter (Matzinger, 1994; |Belkaid and
Hand, [2014). Candidate controls either constrain = or
expose intervention. Provenance records input origin
and transformation, while attestations identify produc-
ing processes (C2PA| [2026). Transparency logs can
reveal suppression and equivocation (Birkholz et al.,
2026)); capability systems narrow authority; indepen-
dent channels reduce reliance on one mediator. Quar-
antine and staged memory can keep transient evidence
from becoming durable self-state; rollback and forget-
ting can limit persistence after harmful writes. Privacy-
preserving proofs can verify permitted processing with-
out exposing interior state, while zero-knowledge proofs
separate validity from disclosure (Goldwasser et al.
1989).

No single primitive establishes cognitive integrity,
and reducing Z is not always beneficial. A control that
rejects the agent’s legitimate inputs contracts its reach
as surely as an extractor does. The objective is the
smallest feasible = compatible with the coupling the
agent actually needs.

Testable questions follow: holding content constant,
does ordering or delay increase extractor return; do
durable-update channels raise WMEV over transient
context; does channel diversity reduce counterfactual
control; and do regulatory versus continuity surfaces
differ in recovery cost or detection signal? These can be
studied in simulations, recommender systems, robotic
pipelines, BCI calibration, and on-chain agents.

Objectives and forms of value may not be commen-
surable across agents. The relevant system boundary
and organizational scale must be argued rather than
inferred automatically from a Markov blanket. Faith-
ful baselines may also be difficult to specify in adaptive
environments. Functional annexation alone does not es-
tablish subjective harm or moral status. Every WMEV
claim should therefore identify the agents, boundary
scale, mediated channel, feasible intervention set, ob-
jective measure, integrity criterion, and evaluation cri-
terion.

AlLife systems increasingly inhabit worlds assembled
by other actors. Beyond input and code integrity, secu-
rity depends on whether control of an agent’s effective
world lets another actor profit by redirecting what it
can know, become, and do. WMEV names that posi-
tion across biological, digital, and hybrid life.
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